Abstract -The rapid diffusion of internet couple with the digitalization of most economies in the world today which have given rise to e-Government services adoption to promote good governance capability and accountability of public organisations. There are still concerns about eService security in developing countries as consumers and online users have become the victims of co-ordinated cybercrimes despite the fact that eGovernment services are helping to boost government revenue through very fast transactions, reduce corruption through the use of modern technology and transparent operations. It is imperative to state that the security issues in the EService domain have been gaining more attention over past two decades. This paper discusses the general overview through the use of on-going online survey and literature review of related works in eService security as existing approach to combat the issues still has many setbacks. The findings show a deep understanding of what proactive measures need to be taken against e-Service theft in developing countries. A model also emerged that capture the eService technology security issues in developing countries and the proactive measures to reduce and eradicate these threats.
INTRODUCTION
E-Service security as explained [11] involves the determination of ensuring a secured e-service transaction over the internet while both data integrity and confidentiality maintained. E-service aim to use the internet to enhance public and private service delivery, but the task always comes with major threats [18] . Though, there are many security tools available to secure e-services, however, they lack in the area of providing automated and flexible system security [18] . In e-Commerce for example [19] comparative study shows that criminals continue to develop new strategies to defraud the merchants and their customers.
E-Government as an identified activity was unknown before now but because of rapid growth, there is a likely future direction for the research [8] . The implementation of information and communication technology (ICT) in most developed countries across all sectors of the economy have generally reached a maturity stage compared to developing countries where E-Government services and activities are still very low [12] . The successful deployment of E-Service technology will no doubt help to boost government revenue, very fast and secured transactions, reduce corruption through the use of modern technology and transparent operations [6] but security issues need urgent attention and priority need to be given in order to guide against consumers losing their fortunes and hard earned money to the fraudsters while companies will be losing clients because of trust issues in e-services provided [14] .
From the suggestion of [1] , E-Government services could increase the rate of development in a country and even enhance democracy. He is of the opinion that this could, however, be successfully implemented despite various barriers [1] . Though, implementing successful E-Service technology in this part of the world will not come without barriers considering the unstable and fragile economies in most developing countries. World bank defined developing countries as low and middleincome countries and Nigeria was selected as an illustrative case of a developing country with middle income generating power and endowed with natural resources but is yet to benefit from the economic and potential values of E-Service technology usage which will contribute immensely to business and economic advancement as witnessed in developed countries. Even though, a technology which has been effectively adopted by a particular country or culture does not necessarily means it will work the same way in another culture, despite looking similar but there is a need to step up with achievable solutions to help fight the E-Service security issues in developing countries as E-Government services are helping to boost government revenue, very fast and secured transactions, reduce corruption through the use of modern technology and transparent operations [5] . This paper discusses the general overview through the use of on-going online survey and literature review of related works in e-Service security as existing approach to combat the issues still has many setbacks. The findings show a deep understanding of what proactive measures need to be taken against e-Service theft in developing countries. A model also emerged that capture the e-Service technology security issues in developing countries and the proactive measures to reduce and eradicate these threats. This paper has a well-laid structure; they are Introduction, Literature Review, Research Method, Finding and Analysis, Conclusion, Acknowledgement and Reference.
II. LITERATURE REVIEW
A.
E-GOVERNMENT CONCEPT
The internet revolution gave birth to the emergency of many internet based businesses according to [11] . The concept of E-Government emerged in the late 1990s despite that the history of computing as a tool in government establishments could be traced back to the origin of the computer itself and just like other e-platform concepts such as ecommerce, the term e-government was born out of internet world [1] . Few decades ago, e-Government as a term and as an identified activity was unknown before now and because of rapid growth, there is a possible future direction for the research [8] .
B. E-SERVICE CONCEPT
Electronic Service shortened as 'e-Service' which refers to any service that is provided by any electronic means. For example, services provided through Internet/website, mobile devices or kiosk [2] .
The term e-Service represents content centered and interactive internet-based customer service "driven by the customer and integrated with related organisational customer support processes and technologies with the goal of strengthening the customer-provider relationship" [15] .
There are many E-Services available today at all levels both in private and government establishments in most developed and developing countries. According to [10] , the following are various types of E-Services:
• E-payment, E-assessment and E-complaint • E-licensing, E-compound and E-submission • E-rental, E-forum, E-Learning and E-tax.
C. E-SERVICE SECURITY AND THEFT IN DEVELOPING COUNTRIES E-service came as a necessity to offer our society knowledge based functionalities which are hosted by distributed system platforms. Despite the fact that EService will offer users confidentiality and integrity, they are more vulnerable to threats especially from the internet [4] . It should be noted that distributed system platforms due to its decentralization control are more vulnerable and a typical example is internet banking but proactive and preventive solutions to these effects made E-Service more widely acceptable by users [4] .
According to [11] "the major challenge of eGovernment service is how the new technology can be used not only to increase efficiency for public administration, but also to strengthen confidence in privacy measures by creating mutual transparency between public administration and citizens" [11] . In Nigeria, which is a typical case study, the emergence of democratic rule in Nigeria in 1999 started the EGovernment journey in the country with the establishment of the National Information Technology Development Agency (NITDA) under the Federal Ministry of Science and Technology which focus on the creation of framework to coordinate and regulate the information technology activities in the country [13] .
The E-Government initiative was established with the aim of providing a level of interaction between citizens and government via business transactions, retrieval of information, advertisement and submission of tenders [13] . Despite the fact that most government agencies and private companies have an online presence today through the creation of websites, the results of research by many researchers into various E-Government activities in developing countries including Nigeria shows most websites have low capacity to accommodate full citizens online interaction. E-Government services and activities are still adjudged to be very low [12] , [13] .
The E-Government ranking in Nigeria is still very low [12] despite the fact that Nigeria is currently the largest economy in Africa which represent an economy of about $509bn. Nigeria currently occupying 19 th position in the Africa E-Government ranking as released by United Nations in 1914. The low E-Government in the country is associated with various E-Service Technology barriers especially Security Issues.
The Security issues associated with E-payments in the country have made the adoption of E-Service to be very low while the high level of corruption in the country has contributed the low implementation of EGovernment projects in Nigeria [1] .
E-Service security issues could be tackled irrespective of the threat either from a simple attack on the network to a very high level organized one [4] . Denial of service could stop at the network level and at the same time detecting the local policy violations [4] .
III. RESEARCH METHOD
Research Methodology approach in information system has been given a lot of discussion as making a good approach choice by the researchers will have a major impact on the study. In the literature review, most researchers made use of either the qualitative or quantitative approach. Though, other researchers prefer combining both approaches in their studies known as mix-method to obtain better results which could also serve as triangulation in evaluating results of their studies [3] . The researchers, in this case, choose to use both on-going online survey available at (https://www.surveymonkey.com/r/29HHMKQ) and literature review of related works.
A. LITERATURE SELECTION
Researchers adopted the method of investigating relevant papers from related works within the eService security research domain as there is a need to use a robust search method as suggested by [20] and the use of an on-going online survey. There are many conference materials, journals, books, online papers on e-government services and security. Therefore, it is a herculean task to read all the references, only related works and literature were reviewed.
The literature review search focussed on the abstracts and keywords as there are many papers on egovernment services and security, this will allow a view of main themes in e-service security research. The researchers made use of on-going online survey results and papers from many authors in the research domain [1] ; [8] ; [11] ; [12] ; [14] ; [17] ; [18] ; [19] because of simple approaches used in reviewing their papers within the research context and domain. The literature review analysis and techniques used for the process, synthesis and participation of the evidence were similar to the ones used in the research conducted by [20] .
There are various security challenges facing EService Technology in Developing Countries as obtained and different proactive measures to reduce or eradicate these challenges are further highlighted and explained in the next section.
B. VARIOUS E-SERVICE SECURITY THREATS
There are various E-Service security threats today as users are target often which using E-Services such as E-Payment for their daily shopping. They deploy cyber attacks using various techniques such as Malware, Denial of services attack, User to root attack, Packet sniffer, Remote to local attack and Internet infrastructure attack according to [11] and as explained below; 1. Malware: As it is fondly called "Malicious Software", it is designed precisely to have access to the system by the attackers without the owner's prior knowledge. Attackers create malware such as worms to dubious intent to defraud honest customers their hard earned money through organised internet crime. It is beneficial for users to take extra care when dealing with transactions on the internet such as opening every attached email and the use of strong antivirus software is highly recommended.
2. Internet Infrastructure Attack: There are increased attempts by attackers to gain more access to the internet infrastructures to carry out their dubious and malicious aims, web servers, data centres are being attacked daily as their processing power and bandwidth as top targets [11] . This approach could undermine and have a great impact on individual or organizations on target and it could lead to revenue loss.
3. Packet sniffer: This is used on the network as the data stream flows, sniffers will capture the carpet and perhaps decode the raw data. Attackers could take the advantage of the sniffer's usage to have access to user's data as it monitors not only the network misuse but also data flow. It can be used to detect network misuse and intrusion attempts [11] .
Denial of Services Attack:
This approach is used by the attackers to prevent or block a service from the legitimate users. It could make a network or machine not available for the intended users. The attackers of denial of service target websites, servers, credit card payment gateways and others while carrying out the evil acts.
Remote to Local Attack:
In this approach, the attackers may have an account on the system thereby using it to carry out illegal functions while remotely they could also connect to the system through the network to cause more harm [11] .
6. User to Root Attack: This is another E-Service security threat where the attacker which could also be a normal system user gain access illegally to the super-user privileges without the owner authorizing it [11] .
C. E-SERVICES SECURITY REQUIREMENTS
There are many security requirements to be considered in E-Service, but their implementation varies for different applications. Few important security features will be discussed further.
Privacy:
A user has the exclusive right to either control or influence information or data relating to them during disclosure [11] . 2. Trust: This is described according to [11] as the "confidence in the reliability and validity of an identity", an example is using one's international passport issued by the immigration or Home office in the United Kingdom as a form of identification instead of the identity card issued by employer [11] . 3. Authentication: This is done by verifying the identity of a user or customer most especially by requesting for the proof of identity [11] .
Data Integrity:
This has to do with alteration of data and when there is assurance that data has not been altered in an unauthorized manner. 5. User Location Traceability: This involves the effort to trace the actual location of users according to [11] . 6. Data Confidentiality: This is a very important feature to be taken seriously in E-Service security as there is a need to make sure that unauthorized people to have access to data [11] . 7. User Anonymity: In this feature, information that will lead to the identification of the user should not be disclosed [11] .
IV. FINDINGS AND ANALYSIS
In this section, the researchers of this paper present findings and analysis based on the content analysis of the reviewed literature together with results from the on-going online survey. The early research findings were based on reviewing related research works on E-Service and Security in developing countries [1] ; [8] ; [11] ; [12] ; [14] ; [17] ; [18] and [19] .
One interesting finding is that the participants in the on-going survey are much aware of the security issues in E-Government services and with these lapses, some are reluctantly declining to do online transactions for the fair of identity theft/fraud. Their claims were further substantiated in the paper by [1] who raised the security issues associated with Epayments in Nigeria that have made the adoption of E-Service to be very low while the high level of corruption in the country have also contributed the low implementation of E-Government projects in Nigeria [1] .
A. E-SERVICE SECURITY: TAKING PROACTIVE MEASURES
Using computers and E-Services afford us the opportunities to be connected to the modern world, doing online shopping, and connection to friends and family through social networking, emails are made possible with efforts of these services [9] . Most times, users have carried away with robust services they benefits from using the internet and security is being overlooked [9] . Unsafe user's practices could be exploited by the attackers and your computers could be infected with malware and other malicious software. When this happens, attackers could access your computers without your knowledge to carry out various crimes such as identity theft and using your personal data for dubious actions [9] .
There are many other options available in taking proactive measures together with E-Service security preventive tools apart from Intrusion Detection System (IDS) as discussed by [17] . This approach uses the autonomous agents and it offers fault tolerance. Agent is free to have an own model of behaviour and when the deviation is detected from the expected behaviour, or any violation of a specification, other agents will be notified [17] . This approach has an edge over many others even in any compromised case involving one agent, the others agents could still continue to function [17] .
Other proactive measures are therefore analysed below through the use of security prevention/detection tools, namely:
1. 
Intrusion Detection System (IDS):
The IDS according to [17] make use of a hybrid approach constructed using a pattern machine engine together with a neutral functioning which aims at improving the detection efficiency. Intrusion Detection System (IDS) approach connects the information from the network level and monitoring data from the grid system in order to identify the attacks which were unable to be detected at the local level [17] . Intrusion Detection System (IDS) is an important and useful tool in detecting "denial of service (DoS) or distributed denial of service (DDoS) attacks", their performances will be reduced [17] . Snort is the most popular Intrusion Detection System (IDS) according to [18] and it has the capability to detect every attack experienced by the system administrators.
3. New Authentication Mechanism: As earlier mentioned in E-Service security requirements, there is a need to have more trustworthy "emerging mechanism" such as biometric authentication to check identity or other fraud associated with E-Services [11] .
Automated Transaction Risk Scoring:
This approach according to [19] uses specific logic and setting which can help to identify false transactions from the normal ones. Multiple data factors are used in this approach to calculate the fraud risk and a numerical score is assigned to each transaction made [19] .
Enhanced Hardware:
Apart from the use of cryptographic keys and other secret information as recommended by [11] , the use of enhanced hardware such as co-processor will be beneficial in order to maintain the required security for EService.
Encryption:
To have a secured E-Service system, the use of encryption is encouraged. The data can be translated into secret code and for a user to read the secret codes, they must have access to the password or secret key in order to decrypt the data [11] . This is most efficient and effective way to have data being secured [11] .
7. Secured Network Usage: It is user's responsibility to make sure that he or she connect to a secured network while mindful that once a computer is connected to the internet, many other computers are connected at the same time connected too which means the chances for the attacker to attack your computer is very high. It is very important for a user to secure router as modem does not have security settings [9] .
Installation of Antivirus and Antispyware
Software: Using updated antivirus and antispyware software could help to detect malware in the computer system and it is very helpful if we keep updating the software, though, many of the software do update automatically [9] .
9. Unnecessary Software Removal: It is important for a user not to use any software installed on the system if the user has no idea about it. Attackers always exploit software vulnerabilities and removing unknown software from the system will protect the system from a possible attack [9] .
Default Features Modification:
Unnecessary default features modification helps to protect systems from a possible attack, it is very crucial to review all the features that came with the system enabled by default by disabling those you do not intend to use [9] .
B. STATISTICAL ANALYSIS ON INTERNET SECURITY AND TRUST AS A MAJOR BARRIER FACING E-SERVICE TECHNOLOGY IN DEVELOPING COUNTRIES
Following the literature review of related papers in E-Service security, the on-going survey for the purpose of this study revealed that participants in the on-going survey are much aware of the security issues in E-Government services and with these lapses, some are reluctantly declining to do online transactions for the fair of identity theft. Below are the results from the survey which is available at (https://www.surveymonkey.com/r/29HHMKQ).
Opinions on Solutions to Improved E-Service
Adoption: Keywords presented by wordle below in Fig. 2 on the participant's opinions for the improved E-Service adoption in developing countries from the survey shows that over 50% indicated that adequate internet security should be provided if the E-Service adoption rate must improve. E-Service security according to [11] and as earlier discussed involve the determination of ensuring a secured e-service transaction over the internet while both data integrity and confidentiality maintained. 
Adoption and the Use of E-Service:
The survey results further indicated that over 90% of the participants were interested in using and adopting E-Service such as E-Payment in developing countries. A typical example is Nigeria when the Central Bank of Nigeria (CBN) introduced the cashless economy policies in 1912 where the manual banking systems in the country migrated to automation [1] . Though, few customers still engage in manual transactions few attract further charges as a means to encourage automated services and the policy has been so far successful [1] .
The most obvious finding to emerge from the analysis is that less than 10% participants claimed they will not be using or adopting E-Service and it is interesting to know that the major reason behind their decisions is issues of Internet security and Trust as presented by wordle in Fig.  4 below.
3. Internet Security Issues: This has been a major barrier to the use and adoption of the E-Service.
The survey results as displayed in Fig. 3 above indicated that almost 10% participants that will not be using or adopting E-Service in developing countries based their submission on the issues of Internet Security and Trust as presented by wordle in Fig. 4 below.
The security issues associated with E-payments in the country have made the adoption of E-Service to be very low [12] while the high corruption in the country has contributed the low implementation of EGovernment projects in Nigeria [1] . There is no doubt that using or adopting a new system and technology might come with some challenges. In the case of developing countries, the fact that a technology which has been effectively adopted by a particular country or culture does not necessarily means it will work the same way in another culture, even though they may look similar but there is a need to step up with laudable and achievable solutions to help fight the EService security issues in developing countries as EGovernment services are helping to boost government revenue, very fast and secured transactions, reduce corruption through the use of modern technology and transparent operations. Study which was published in the LICE-2015 conference proceedings, trust issues have been a major problem together with internet security in EService adoption in developing countries. Though, there are various security measures that a user could do to have a secured transaction online but awareness is still very low and many system users need to acquire more knowledge on how to have a secured internet usage [16] .
The security of the e-Service portals will be of the great benefit not only to the users but the government and private organisations who venture into the provision of E-Service to the populace. Furthermore, privacy principles must be respected and accepted by the e-Services providers in order for the required benefits in implementing the projects to be achieved. More statistics analysis presented in both Tab. 1 From the above analysis, the use of chi-square is very important in this study as categorical variables are involved from a single population. This will determine if there is a significant association between the variables as demonstrated in Tab. 1 on the barriers facing e-service technology. T-test statistical analysis, on the other hand, is useful when we need to compare performance in two conditions. T-test will help to decide if the difference between the conditions is real or merely fluctuations from one-time testing to another. In Tab.2, one sample T-test allows us to test whether a sample mean differs significantly from hypothesized value. TECHNOLOGY  IN  DEVELOPING  COUNTRIES CAPTURING SECURITY  THREATS  AND 
C. MODEL FOR E-SERVICE

PROACTIVE MEASURES
In other to justify the research argument and based on the results obtained from the survey which prominently identified Security Issues as major barrier facing e-service technology in developing countries, and the proactive measures to reduce and eradicate these security issues as obtained in related literature reviewed, a model has emerged as shown in Fig. 5 and this captures the E-Service technology Security issues and the proactive measures to reduce and eradicate these threats if fully implemented.
V. CONCLUSION
We have been able to examine literature on what proactive measures need to be taken against E-Service security in developing countries and the use of online The research is significant as the government need to invest money and commitment in the provision of a more secured E-Service to citizens, and it is rather unfortunate the situation at the moment. Though, eGovernance is still young in many developing countries such as Nigeria, successful E-Service implementation and adoption will provide increased revenue and the boost economy. There is a need for government to make a positive change in the way services are being delivered to citizen and others stakeholders. Changes should be made to legislation and laws in order to provide an enabling platform for E-Service Technology to flourish in the country. Issues like awareness and availability of services and trust all need further development in order to allow eGovernment services to be delivered and used by citizens.
It is advisable to protect E-Service systems by adoption latest and current information best practices and unexpected activities from the internet attackers could further be prevented if strong security policies, procedures and practices could be put in place. A well-structured training and awareness program on cyber security issues must be given to the employees handling various E-Services systems for both government and private companies as there is a need for them to take issues of E-Service security as part of their daily job while displacing high standard of ethics.
Further work is required to establish more advanced security measures apart from the ones earlier discussed to protect E-Services user's data from getting to the hand of unauthorized people. There is also a need to further validate the model developed in this paper and this is a limitation at the moment. More research is also needed to identify and implement cost-effective, usable E-Service Technology systems in developing countries.
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